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Abstract of the contribution: This contribution discusses if V2V communication data confidentiality needs to be included in 3GPP specification.
1. Introduction
Currently there is no requirement for V2X communication data confidentiality except for the configuration data between V2X UE and V2X Control function (V3 interface) in key issue #15 “Security of UE to V2X Control Function interface” (and confidentiality between network elements). However, section 6.1 of TR 33.885 v0.4.0 includes a solution for encryption of data for one-to-many V2V direct communication over PC5 interface, and section 6.6 includes a solution which addresses encryption between UE to V2X Application Server outside the operator domain. This contribution discusses and tries to clarify if such solutions for V2V communication data over PC5 needs to be included in the 3GPP specification.
2. Discussion
V2X communication could have type of broadcast/multicast or unicast, but TS 22.185 “Service requirements for V2X services; Stage 1” and TS 23.285 “Architecture enhancements for V2X services” do not seem to have particular preparation for non-safety and unicast type communication. Furthermore, in TS 22.185, section 4.1.2 “Vehicle-to-Vehicle (V2V) application”, the following is captured:
3GPP transport of message containing V2V application information is predominantly broadcast-based as illustrated in Figure 4.1-2. Such 3GPP transport includes the transport between UEs directly and/or, due to the limited direct communication range, the transport between UEs via infrastructure supporting V2X communication, e.g., RSU, application server, etc.
As long as V2X UE identifiers in application layer and 3GPP system layers are pseudonymized, the broadcast type message mainly for cooperative road-safety does not seem to have nothing to be confidentiality protected. Even if there are such applications, confidentiality could be handled by application layers (e.g. application layer based on IEEE1609.2/SAE, ETSI ITS, or other dedicated V2X service application), unlike the case of ProSe PC5, where direct advertising/discover mechanism between UEs over PC5 is defined in 3GPP.
Therefore, we propose to agree that V2V communication data confidentiality is out of scope for LTE V2X, at least for the current release. (Notice that there is enhanced V2X study item under progress in SA1.)
3. Proposal

It is proposed to include the following change in TR 33.885.

*** Change #1 ***
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Conclusion

Editor’s note: Conclusion and recommendation of TR.  
LTE V2X does not mandate V2X communication data confidentiality over PC5, and it may be provided at the application layer (i.e. out of 3GPP scope).
*** End of Change #1 ***
